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Phases of the Computer Virus Lifecycle

Dormant Propogation

Execution

A Brief History

Compute

V|ruses \  Computer virus is much like a flu virus.
ipg_ \ 4 It's designed to spread from host to host

and it can also replicate itself. Similarly

like in a way like disease needs a host

cell to reproduce. Computer virus

cannot reproduce and spread without

programming such as a file or document.



https://ca.norton.com/blog/malware/what-is-a-computer-virus

How do you get viruses on

Sharing music, files, or photos with other
people

Visiting an infected website or unsafe
website with ads

Opening spam email or an email attachment

Security Alert!
@) Your PC is at risk of being infected by viruses

Downloading free games, toolbars and media Vou'e visited ilegal infected

player\s website.
Installing mainstream software applications
without thoroughly reading license
agreements




Damages caused by a

 Damage and corrupt files

* Slow down the performance of your computer

t Excel

* Missing files on the computer hard disk

 Steal information (which can lead into identity
The file 1s corrupt and cannot b thief)

OK



https://thecyphere.com/blog/what-harm-can-computer-viruses-cause/

Marco virus (likes to hide office programs and spreads in email attachments and
file sharing).

Web scripting virus (hides in popular websites and waits for you to click it).

Boot sector virus (ones of the first computer virus and only attracts a computer
at its core).

Trojan horses (hides in fake programs tempting you to download on your
computer).


https://buddycompany.com/post/types-of-computer-virus

PROTECTING YOUR COMPUTER

COMPUTER BASICS

’ [ Use antivirus protection and a firewall
Update your operating system regularly

Increase your browser security settings

Only download software from sites you
trust

Immediately delete messages you suspect to
be spam



https://www.webroot.com/ca/en/resources/tips-articles/computer-security-threats-computer-viruses

Personal experience

* I don’t have any experience or know anyone that
got a computer virus. I always thought about
virus and kind of scared that my phone or
laptop will get a virus. That never happened, I
think my phone already has an anti-virus
installed so my phone already protects me from
any virus I have. My laptop also has an anti-
virus in it. On my laptop I pay a lot of money
to keep that anti-virus but in my phone, I
don't have to pay anything. I know that virus
can affect many people from their files to
their identity theft. A virus can ruin many
lives or even destroy them.




ILOVEYOU (ILOVEYOU virus would post itself as a
love confection, it would send itself to the user's
mails and overwrite files, making the computers
unbootable. This virus considered to be the
harmful, damages were up to 10 billion).

Boot Sector
@ Virus

Macro %
GD’ Vmbw.nw‘

Code red (code red targeted Microsoft's IIS users
and even a white house website wasn't safe.

Once infected, the virus replicate itself, taking
the computers resources. It hit a total of two
out of six million IIs servers).

Melissa (this virus started in 1999,

it infected word document. Once opened, it would
get user's email contacts. This also

disruption to governments and corporations alike).

E-mail Message

My doom (this virus was one of the fastest
spreading virus of all time, at its peak it
infected one in 12 emails. Its goal was to take
down google and Lycos. It was successful

taking down goggle for a day).

a | LOVE YOU!

Famous viruses


https://www.advancedcpc.com/blog/top-10-most-destructive-computer-viruses-all-time

A video on

different viruses



ome virus terms

. is a software that is designhed to disrupt, damage or gain access to

computer system.
. is the carrying capacity of a packet or other transmission data unit.

. is compromised computer under the control of an attracter who often
controls many other compromised machines that together make up a botnet.

. is a software bundle designed to give unauthorized access to a
computer or other software.

. is a type of malware that is programmed to repeatedly
mutate its appearance or signature files through new decryption routines.

. is the unintentional downloads of malicious code onto a
computer or mobile device that exposes users to different types of threats.


https://www.google.com/search?q=malware+meaning&bih=969&biw=1920&rlz=1C5GCEM_enCA904CA1022&hl=en&ei=n99rY9fSBLTA0PEPsPikuAc&oq=Malware+&gs_lcp=Cgxnd3Mtd2l6LXNlcnAQARgBMgQIABBDMgcIABCxAxBDMgQIABBDMgQIABBDMgYIABAKEEMyBAgAEEMyBAgAEEMyBQgAEIAEMgUIABCABDIFCAAQgAQ6CggAEEcQ1gQQsAM6BwgAELADEENKBAhNGAFKBAhBGABKBAhGGABQ9gNY9gNgjBJoAXABeACAATWIATWSAQExmAEAoAEByAEKwAEB&sclient=gws-wiz-serp&safe=active&ssui=on
http://techtarget.com/searchsecurity/definition/payload
https://www.radware.com/security/ddos-knowledge-center/ddospedia/zombie/
https://www.avast.com/c-rootkit
https://www.crowdstrike.com/cybersecurity-101/malware/polymorphic-virus/
https://www.trendmicro.com/vinfo/us/security/definition/drive-by-download

More virus terms

is an information gatherer, e.g., about users of a website (without
their consent).

the practice of analyzing large databases to generate new
information.

is a software that installs itself on to a user's computer and starts
monitoring their internet behavior without the user's knowledge or permission.

a network security device that monitors and filters incoming and
outgoing network traffic based on an organization's previously established
security policy.

is a piece of data from a website that is stored within a web browser
that the website can retrieve later.

is the temporary memory termed "CPU cache memory".


https://www.collinsdictionary.com/submission/19860/data+grab
https://www.google.com/search?q=what+is+data+mining+&hl=en&source=hp&ei=gwlvY_PoIKDL0PEPtuOxKA&iflsig=AJiK0e8AAAAAY28Xk28IEZgSDDAeclEtJ77q-1cmuBHQ&ved=0ahUKEwiztq3X0Kf7AhWgJTQIHbZxDAUQ4dUDCAo&uact=5&oq=what+is+data+mining+&gs_lcp=Cgdnd3Mtd2l6EAMyBQgAEIAEMgUIABCABDIFCAAQgAQyBQgAEIAEMgUIABCABDIFCAAQgAQyBQgAEIAEMgUIABCABDIFCAAQgAQyBQgAEIAEUABYAGDyBWgAcAB4AIAB8AKIAfACkgEDMy0xmAEAoAECoAEB&sclient=gws-wiz
https://www.veracode.com/security/spyware
https://www.checkpoint.com/cyber-hub/network-security/what-is-firewall/
https://www.trendmicro.com/vinfo/us/security/definition/cookies
https://www.hp.com/us-en/shop/tech-takes/what-is-cache-memory

